TiNH UY LAM PONG PANG CONG SAN VIET NAM
*
$6 586-QD/TU Da Lat, ngay 25 thdng 4 nam 2017

QUYET DINH
vé viée ban hanh Quy ché quan 1y, van hanh, khai théc, si dung
phin mém “Giri, nhin va xir Iy vin ban trén mang Internet”
trong cac co quan dang tinh Lam Dong

- Can ctr Luat Cong nghé thong tin, ngay 29/06/2006; Luat Giao dich
dién to, ngay 29/11/2005;
- Can ctr Chuong trinh tmg dung CNTT trong hoat dong ciia cac co quan

dang giai doan 2015 - 2020 do Ban Bi thu ban hanh kém theo Quyét dinh s
260-Qb/TW, ngay 01/10/2014;

- Can clr Quy dinh s6 269-QD/TW, ngay 25/11/2014 ctia Ban Bi thu vé
thuc hién giao dich dién tir trong hoat ddng cua cac co quan dang;

- Céan cr Huong dan scA'),Ol-,HD/TU, ngay 25/3/ 2011 ctia Ban Thuong vu
Tinh ity Lam DPong ve viéc két noi mang dién rong ctia Pang dam bao an toan,
an ninh théng tin

- Can cir Quy dinh s6 13-QD/TU, ngay 24/4/2013 cua Ban Thuong vu

Tinh iy Lam Ddng vé viéc giri, nhan, xir Iy vin ban trén mang thong tin dién
rong ctia Dang va hé thong thu dién tir cong vu cua tinh;

- Can cr Quy dinh sb 14- Qb/TU, ngay 14/5/2013 ctiia Ban Thuong vu
Tinh uy Lam Dong vé viée cung cap thdng tin cda cac co quan dang tinh Lam
Pong dé ding tai trén Cdng théng tin dién tir cla tinh (mo1 trudng mang
Internet);

- Thuc hién Ké hoach s0 04-KH/TU, ngay 07/03/2016 ciia Ban Thuong
vu Tinh Gy Lam Pong vé ung dung cong nghé thong tin trong hoat dong ctia
cac co quan dang tinh Lam Pong giai doan 2015 — 2020;

- Theo dé nghi ctia Chanh Vin phong Tinh uy,

BAN THUONG VU TiNH UY QUYET PINH

Diéu 1. Ban hanh Quy ché quan 1y, vin hanh, khai thac, st dung phan
mém “Giri, nhén va xir [y van ban trén mang Internet” trong cac co quan dang
tinh LAm Ddng.
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Piéu 2. C4c Ban ctia Tinh uy, céc huyén, thanh uy va cac dang uy truc
thudc Tinh iy ¢6 trach nhiém thuc hién Quyét dinh nay.

Diéu 3. Giao Vin phong Tinh Gy huéng dan, theo ddi, kiém tra cac co
quan, don vi thuc hién Quy ché nay.

Quyét dinh nay c6 hiéu luc thi hanh tir ngay ky. "k

T/M BAN THUONG VU
Noi nhén : PHO BI THU
- Nhu Diéu 2,
- C4c ddng chi Tinh uy vién,
- Luu VPTU.

Tran Pirc Quan
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QUY CHE
Iy, van hanh, khai thac, sit dung phin mém
¥i, nhan va xir ly vin ban trén mang Internet”
trong cac co quan dang tinh Lam Pong

ciia Ban Thieong vu Tinh 1y Lam Dong)

Chuong 1
QUY PINH CHUNG

Piéu 1. Muc dich, yéu cau
1. Muc dich

Phat huy hiéu qua ng dung cdng nghé thong tin trong viéc trao d6i
thong tin, xt ly cdng viéc cla cac co quan dang trén mang Internet dugc
nhanh chong, Kip thoi, chinh xac; gép phan tich cuc vao viéc cai cach hanh
chinh trong cac co quan khoi dang; phuc vu ngay cang tot hon yéu cau lanh
dao, chi dao cua cac cap ty dang.

2. Yéu ciu

Cac co quan, don vi cin quan triét cho can bg, cong chuec, vién chirc
thudc co quan, don vi minh muc dich, yéu cau va trien khai thuc hién nghiém
viéc ap dung phan mém méi d€: Guri, nhdn va xu Iy van ban ciia co quan don
vi; giti, nhdn van bdn gitta cdc co quan dang trong tinh voi nhau, giita cdc
huyén, thanh uy voi dang uy cdc xd, phwong, thi tran truc thudc, giita co
quan, don vi minh voi cdc to chirc dang triec thugc.

Piéu 2. Pham vi diéu chinh

Quy ché nay quy dinh cac ndi dung quan ly, van hanh, khai thac, sur
dung phan mém “Gui, nhdn va xui Iy van ban trén mang Internet” dé thong
nhét 4p dung trong cac co quan dang tinh Lam Pong nham bao dam hoat dong
lién tuc, hiéu qua, tin cdy, an toan thdng tin mang.

Piéu 3. P6i twong ap dung
Quy ché nay ap dung dbi véi cac co quan dang tinh Lam Pdng.
Dicu 4. Giai thich tir ngi¥

Trong Quy ché nay, cac tir ngit dudi ddy duoc hiéu nhu sau:



B/QCXLVB 4

Mang théng tin dién rong ciia Pang (goi tit 1a mang trong) 13 mang
méy tinh gdm cédc mang may tinh ndi bd cua cic co quan, td chirc dang tir
Trung wong dén dia phuong két ndi v6i nhau nham phuc vu sy lanh dao, chi
dao, diéu hanh cua Trung uong Pang, cac cdp uy va hoat dong cua céc co
quan tham muu, giup viéc Trung wvong Péang va cic cip uy.

Internet (goi tit 12 mang ngoai) 1 mang may tinh toan ciu sir dung giao
thirc Internet va tai nguyén Internet d€ cung cap cac dich vu va ng dung khac
nhau cho nguoi st dung.

Trung tim mang Tinh iy 13 noi tip hop cac thiét bi phu tro, thiét bi két
ndi mang tap trung, cac may chu cai dit cac hé théng thong tin, co s& dit licu,
phin mém ung dung ding chung, cic hé thong sao Iuu, bao vé dir liéu tap
trung, cac hé thdng kiém soat, giam sat, bao dam an toan thong tin.

Ha tang ky thuit 1 tap hop may tinh (may chi, may tram), thiét bi ngoai
vi (usb, 6 ciing cAm ngoai, may in, may quét), thiét bi két ndi mang, thiét bj
chuyén dung, thiét bi phu trg (Iuu dién, camera, chéng sét, phat hién, phong,
chéng chay nd), mang ndi bd (LAN), mang dién rong (WAN).

Mang may tinh 13 tip hop cta ha ting k¥ thuét va cac hé thong thong tin,
co s dit liéu, cac phan mém ung dung.

Hé thong thong tin 13 tAp hop phan mém va co sé dit liéu duoc thiét lap
dé phuc vu muc dich tao 1ap, thu thap, gui, nhan, luu trit, hién thi hoac thuc
hién cac xir ly khac ddi véi théng diép dir licu.

Co s& dir liéu 1a tap hop cac dir lidu dugc sip xép, to chirc dé truy cép,
khai thac, quan ly va cap nhat thong qua phuong tién dién ta.

Mai ddc hai 1a mot phdn mém may tinh dugce chén mét cach bi mét vao
hé théng v6i muc dich lam t6n hai dén tinh bi mat, tinh toan ven hodc tinh sin
sang ctia hé thong.

An toan théng tin bao gom céac hoat dong quan 1y, nghiép vu va k§ thuat
nhim béo vé, khdi phuc cac hé théng, cac dich vu va ngi dung thong tin dbi
v61 nguy co tu nhién hodc do con ngudi gay ra, bao dam cho cac hé théng thuc
hién ding chirc nang mdt cach sin sang, 6n dinh va tin ciy.

An toan thong tin bao ham céc ndi dung bao vé va bao mat thdng tin, an
toan dit li€u, an toan may tinh va an toan mang may tinh.

Piéu 5. Nguyén tic t6 chirc phin mém

1. Phan mém “Gui, nhdn va xw ly van ban trén mang Internet” co kién
trac tip trung, phan cap, duoc thiet lap tir Tinh uy dén cac co quan, don vi
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khbi dang, pht hop v6i md hinh t6 chitc ciia cac co quan, to chiic dang, bao
dam viéc quan ly, trao dbi, khai thac, luu trit thong tin trong hé théng co
quan, t6 chirc dang thong qua ha ting k§ thuat, co s& dit liéu, phan mém cai
dat trén may chu cta Tinh uy va do Van phong Tinh ty quan ly, van hanh.

2. Phdn mém duoc thiét ké dé gui, nhan va xt Iy van ban trén mang
Internet va dugc phan quyén cu thé cho tung doi tugng sir dung tuong ing voi
chirc trach, nhi€ém vu dugc giao.

Piéu 6. Phat trién, duy tri hoat ddng ciia phan mém

1. Van phong Tinh @y tham muu Thudng truc Tinh iy chi dao phat trién
va duy tri hoat dong ciia phdn mém.

2. Cac co quan, don vi ¢6 trach nhiém dau tu phat trién (may tinh, céc
thiét bj phu tro khac dé dam bao viéc van hanh phan mém), thuong xuyén sir
dung phan mém dé tac nghiép trong co quan, don vi minh; bio dam an toan
thong tin mang; bao dam khai thac hiéu qua tai nguyén mang, gop phan nang
cao chat lugng, hiéu qua Gng dung cdng nghé thong tin va déy manh cai cach
hanh chinh trong cac co quan dang.

Chuwong I . . )
QUAN LY, VAN HANH, KHAI THAC, SU DUNG PHAN MEM

Piéu 7. Nguyén tic quan Iy phan mém

1. Phan mém “Giri, nhdn va xie Iy vin ban trén mang Internet” dugc quan
ly, van hanh tép trung, thong nhat; dugc sir dung ding muc dich, thiét thuc,
hiéu qu4, an toan.

2. Tb chirc, c4 nhan st dung phan mém chiu trach nhiém vé thiét bi, tai
khoan dang nhip va mat khau duoc giao quan ly, str dung; ndi dung thong tin
cung cip, khai thac, trao d6i, luu gilt trén mang; bdo vé bi mat cua Dang va
Nha nudc theo quy dinh.

3. T6 chirc, can bd chuyén trach cong nghé thong tin ctia cac co quan, don
vi chiu trach nhiém bao dam vé ky thudt phuc vu viéc quan ly, huéng dan
nguoi dung cua don vi minh, van hanh, st dung, bao vé, dam bao an toan
thong tin.

Diéu 8. Trach nhiém quan ly phan mém

1. Van phong Tinh 1y c¢6 trach nhi€ém:
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a, Truc ti€p to chirc quan ly, van hanh, khai thac, st dung, bao vé an toan
co so dir liéu cua cac co quan, don vi cdap nhat lén phan meém.

b, Phoi hgp véi cac co quan, don vi trong viéc quan ly, van hanh, khai
thac, st dung, bdo v¢ an toan co s& dir li€u.

¢, Cht tri td chiec, huéng dan va khéc phuc su cd kip thoi, nhanh chong.

d, Chu tri to chirc kiém tra, danh gia cong tac quan ly, van hanh, khai
thac, st dung.

e, Pau tu, duy tri hoat dong lién tuc, tin cdy, an toan cua phan mém.
2. Cac co quan, don vi ¢6 trach nhi€m:
a, Tuan thu nghiém Quy ché nay.

b, Quan ly chit ch& ngudi sir dung, thiét bi, hé thong thong tin, co so dit
lidu, ph?ln mém ung dung; chiu trach nhiém vé ndi dung thong tin va bao mat
thong tin cung cip, trao ddi, luru giir trén mang; dinh ky kiém tra, danh gia
cdng tac quan ly, van hanh, khai thac, st dung.

¢, Thuc hién diu tu, nang cAp, thay thé, bao tri, bao hanh thiét bi phan
cung, duy tri hoat ddng on dinh, lién tuc, an toan phan mém tai co quan, don
vi; trién khai 4p dung phan mém téi cac cap uy truc thude.

Pi¢u 9. Van hanh, khai thac, sit dung phan mém

Phdn mém “Gii, nhdn va xit Iy vin ban trén mang Internet” dugc
nghién ctru xay dung phi hop véi dic thi cta cac co quan dang tir tinh dén co
so; dung dé guri, nhan va xur 1y vin ban thudng gitta cac co quan dang voi nhau
trén mdi trudng mang Internet. Phin mém duoc cai dat, van hanh trén hé
thong may chi két ndi Internet dit tai Trung tAm tich hop dit liéu ctia Tinh by
v6i dia chi truy cap 1a: http://vanban.lamdong.dcs.vn

1. Viée két ndi mang d&é sir dung phan mém nay thuc hién theo Huéng
dan sé 01-HD/TU, ngay 25/3/2011 cta Ban Thuong vu Tinh dy Lam Dong vé
viéc két ndi mang dién rong ciia Pang dam bao an toan, an ninh thong tin.

2. Céc vin ban, thong tin, tai liéu cap nhét vao phan mém “Giri, nhdn va
xir Iy van ban trén mang Internet” thuc hién theo Quy dinh sé 14-QB/TU,
ngay 14/5/2013 ctia Ban Thuong vu Tinh ty Lam Poéng vé viéc cung cap
thoéng tin cta cac co quan dang tinh LAm Pdng dé dang tai trén Cdng thong tin
di€n tr cua tinh (moi trurong mang Internet).

3. Viéc gtri nhan va xt ly van ban trén mang thuc hién theo Quy dinh sb
13-QD/TU, ngay 24 thang 4 nam 2013 cta Ban Thuong vu Tinh iy Lam Péng
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ve viée gui, nhén, xr ly van ban trén mang thong tin dién rong cua Dang va hé
thong thu dién tir cong vu cia tinh;

4. Khong duoc dé 16 tai khoan va mat khiu dang nhip vao phan mém
(néu dugc cép) cho nguoi khong cé trach nhiém. Truong hop uy quyén xir 1y
phai dugc su cho phép cua thi trudng co quan, don vi.

Chuong 111
BAO VE CO SO DU LIEU

Piéu 10. An toan théng tin

Céc td chuc, ca nhan khi tham gia quan 1y, van hanh, cip nhat, luu gii,
trao doi, khai thac thong tin, dit li€u trén phan mém phai tuan tha cac quy dinh
ctia Pang, Nha nudc va cac yéu cau sau :

1. Céc thong tin, dit liéu, phin mém tng dung phai bao dam céac yéu cau
vé an toan thong tin.

2. Khong dua cac tai li€u, van ban, thong tin cé ndi dung Tuyét mat, Tbi
mat, Mat va cac tai liéu, van ban, thong tin chi dao mang tinh chat ndi bd cua
Pang 1én phan mém.

3. Cam truy cdp trai phép vao cac hé théng thong tin, cung cap, sao chép,
Iwru gitr, trao dbi cac dir liéu khong thudc tham quyén; khong duoc tiét 16 thong
s0, tai liéu k¥ thuat vé mang, phﬁn mém; phai co6 trach nhiém quan ly, bao vé
bi mat tai khoan, mat khau, thiét bi lwu giir an toan.

4. CAm s dung phan mém “Gui, nhdn va xir Iy vdn bdn trén mang
internet” dé lan truyén, phat tan cac thong tin nhim chdng pha céc chu truong,
duong 16i, chinh sach, phap luat cia Pang va Nha nuée, 1y nhiém virus, gii
thu rac,...vv.

5. Viéc khai thac cac van ban, tai li¢u, thong tin khong dung theo chuc
nang, nhiém vu dugc phan cong phai dugc su cho phép cua Thu trudng co
quan, don vi va su dong y ctia Chanh Vin phong Tinh ty (thong qua phong
Co yéu — Cong nghé thong tin).

Dicu 11. An toan hé thong

Ha tang k¥ thuat phai tudn thu cac tiéu chudn k¥ thuét, cong nghé tiéu
chuin qudc gia va quoc té; phai duwgc xay dung, quan ly, van hanh, duy tri
hoat dong, dap tng cac yéu ciu an toan, biao mat theo quy dinh cta phap luat
va cua Pang.
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Piéu 12. Sao lwu, bio vé dir liéu

1. Dbi véi thong tin, dit lidu tng dung, thong tin hé thong, thong tin ngudi
dung phdi dugc thuc hién: (1) Sao luu dinh ky; (2) Dit li€u sao luu phai dugc
quan ly, bao vé doc lap véi hé théng hién hanh; (3) Pinh ky kiém tra két qua
sao luu, bao vé, khoi phuc dit ligu.

2. Céc thiét bi lwu giit dir liéu phai dugc quan 1y va tiéu huy theo quy
dinh.

Piéu 13. Phat hién, diét virus, ma doc hai

Céc may tinh st dung phdn mém, may chu cai dit phan mém phai
bao dam:

1. Thiét 1ap, duy tri hé thong phan mém diét virus, ma doc hai d¢ phat
hién, ngan chan, xt ly kip thoi viéc lay lan, tan cong cua cac loai virus, ma doc

hati.

2. T4t ca cac may chd, may tram, mdy tinh xach tay duoc cai dat phan
mém diét virus, ma doc hai. Nhitng may tinh khi phat hién c6 virus, ma doc
hai phai duoc ¢6 14p; phai diét virus, ma ddc hai va kiém tra trudce khi dua vao
su dung.

3. Phan mém diét virus, ma ddc hai dugc cap nhat thuong xuyén, kip thoi
cac ban va 101, cac mau virus madi, ma doc hai moi.

4. Chu dong kiém tra, phat hién, kip thoi va 10i phan mém hé thong va
phan mém ung dung.

Piéu 14. Khic phuc sw ¢6 may tinh, mang may tinh, phin mém
Céac co quan, don vi phai thuc hién nhitng ndi dung sau:

1. Xay dung quy trinh, phan céng trach nhiém, phéi hop khic phuc su ¢b,
bdo dim su c¢b dugc khic phuc trong thoi gian ngan nhat; giam thiéu t6i da
kha ning lap lai su cd.

2. Béo cdo kip thdi véi Vin phong Tinh iy khi ¢ su ¢b va két qua khéc
phuc su ¢6; néu can thiet dé nghi Van phong Tinh ty tham gia khic phuc su
cd. Qua trinh xtr Iy, ket quéa khac phuc su c¢6 phai dwoc xac nhan bang bién ban
cua cac bén tham gia theo tham quyén.

3. Tang cudng dau tu co sé vat chit k§ thuat va b tri can b chuyén trach

cong nghé€ thong tin, bdo dam phong ngira, kip thoi phat hién, nhanh chéng xir
1y, khic phuc hau qua su cb.
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) Chuong IV
TO CHUC THUC HIEN

Dicu 15. Trach nhiém cua cac co quan, to chirc

1. Cac Ban cua Tinh uy, cic huyén, thanh uy va cac dang uy truc thudc
Tinh 0y c6 trach nhiém lam t6t cong tic tuyén truyén, ning cao nhan thic,
phéi hop thuc hién Quy ché; xay dung, ban hanh quy dinh cu thé hod Quy ché
cho co quan, don vi; dinh ky ha‘ing nam béo cdo két qua thuc hi¢n Quy ché; dé
xuat, kién nghi bd sung, sira d6i Quy ché néu cé.

2. Thu trudng céc co quan, don vi chiu trach nhiém trudc Ban Thuong
vu Tinh oy vé két qua trién khai 4p dung phan mém va viéc dam bao dua
thong tin 1én mang theo quy dinh.

3. Van phong Tinh ty cé trach nhiém huéng dan, kiém tra thuc hién Quy

r
n

cheé.

Piéu 16. Trach nhiém ciia ca nhan

Cén bg, cong chirc, vién chirc trong cic co quan dang tinh LAm Pdng st
dung phﬁn mém c¢o trach nhiém thuc hién nghiém chinh Quy ché. Moi vi
pham, tuy theo muac d9, déu bi xem xét, xu ly ky luat hodc truy ctru trach
nhiém theo quy dinh cia phap luat.

Diéu 17. Piéu khoan thi hanh

Trong qua trinh t6 chirc thuc hién, néu ¢6 vudng méc, phat sinh, céc co

quan, don vi kip thoi phan anh vé Vin phong Tinh uy dé téng hop, trinh Ban
Thuong vu Tinh ty xem xét, sira ddi, bo sung cho phi hop.




